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1. How to start

1.1. Download the Judge Decryptor
Go to nomoreransom.organd download the executable.

1.2. Execute the decryptor
Go to your “Downloads” folder and double-click on Judge-Decryptor.exe

1.3.  Accept warning
Press the button ‘Run’ in the warning.

Judge Decryptor Guide
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1.4. Accept End-User License Agreement
To acceptthe End-User License Agreement, click on the button “Acceptthe EULA”.
End-User License Agreement X

Judge Decryptor Guide
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End-User License Agreement (EULA) of the *
Tesorion Decryptor

This End-User License Agreement ("EULA") applies to the
use of the Decryptor software (“Software”). The owner
and publisher of the Software is: Tesorion Holding B.V.,
located at Fokkerstraat 4 (3833 LD) Leusden, the
Metherlands (“Tesorion”).

Please read this EULA carefully before using the
Software. You can download and save this document for
your own administration. By using the Software you
signify your acceptance of the terms and conditions set
out herein. If you are entering into this EULA on behalf of

a company or other legal entity, you represent that you

hourm thn anthariba dn hind cockh nntibo da thoacn fammac an A v
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2. Using Judge Decryptor

Please read the instructions on the Usage tab, it explains whatfiles you can upload.
T Judge-Decryptor - 1.0.7695.21577 O X
File  Help
Start
Hi, and thank you for using our decryptor!
You will have to go through a few steps to decrypt your files.
1. First please upload the ransom note from your encrypted system using File/Open.
This file is named: "info.txt" and can be found in every folder with encrypted files.
2a. Optional step, depending on the result of step 1.
Please upload a single encrypted file from your system using File/Open.
The file may be in one of the formats below:
a. docx
b. ppbx
c. Klsx
d. _Zip
2b. Please wait for the decryption server to finish processing your file.
This may take several minutes or up to half an hour, depending on how busy the decryption server is.
After this step, this application should be able to decrypt your files.
3. Lastly, please select a folder to decrypt (default is the path of the selected file), using "Select’.
After selecting this folder press ‘Decrypt’ to start the decryption,
it will try to decrypt all files in that folder, as well as in any folders below it.
This may take a (very) long time.
For now;
please select ‘File/Open__" or "Start’ to start the first step.
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2.1. Start
In the left corner, go to the tab “Start”.

T Judge-Decryptor - 1.0.7695.21577 — O *

File  Help
Usage Start

Note: Select File Send
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2.2. Upload the Ransom note

Click on the button “SelectFile”.

There is a pop-up where you can browse for the note. As stated in ‘Usage’, this can be found in
every folder with encrypted files and looks like “info.txt”

W Open P4
« v » ThisPC » Downloads » Judge » judge_encrypted_files v O S Search judge_encrypted_files
Organize + MNew folder 2~ [ 0
[ Desktop # ™ Name Date modified Type Size
¥ Downloads # decrypted File folder
5] Documents encrypted File folder
=] Pictures » \j info.txt Text Document IKB
encrypted
@ OneDrive
I This PC
¥ 3D Objects
[ Desktop
[%| Documents
b Downloads
D Music
=] Pictures
B videos
e
¥ Network .
File name: |info.bct v‘ Judge ransomenote (info.txt)
« )
Now press the ‘Send’ button.
W Judge-Decryptor - 1.0.7695.21577 - ] e
File Help
Usage Start
Mote: [C: |e'judgs_encrypted_files\info bt | [ sekectrie Send
Judge Decryptor Guide
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Youcan see ‘Success’ in the left bottom corner when the note is sent.

W Judge-Decryptor - 1.0.7695.21577

File  Help
lsage Start

File:

_ Success - Uplead a crypted file.

Judge Decryptor Guide
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2.3. Upload an encrypted file

To be able to properly decryptyour files we need to analyze a file of the type: docx, pptx, xIsx or
zip of max9 MB

Click on the button ‘Select File’
There is a pop-up where you can browse for an encrypted file.

T Open

« v 4 || » ThisPC > Downloads > Judge > judge encrypted files > encrypted v o £ Search encrypted

Organize v New folder =~ @M @
Bl Desktop~ # * Name Date modified Type Size

& Downloads Ce ", " cljudgemebackup@tutanota.com]judge
[£ Documents | ] Lalala.docx [judgemebackup@tutanata.com].judge

&) Pictures 0-

JUDGE File 12KB
JUDGE File 12KB
JUDGE File 1KB

SRR _ x.[judgemebackup@tutanota.com]judge
encrypted

@, OneDrive

8 ThisPC

) 3D Objects
[ Desktop

[£ Documents
< Downloads
D Music

=] Pictures

& videos

5 Local Disk (C)

¥ Netwark v

File name: | Lalala.docx.[judgemebackup@tutansta.comljudge ~| 1udge doex "docx 1Judge)

. Press the ‘Send’ button

W Judge-Decryptor - 1.0.7695.21577

File Help
Usage Start

File: |C:xU T ot encr)rmed\LaIaIa.doc:_l |Selec’tFile | | Send

_ Success - Upload a crypted file,
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You can now see in the bottom left corner that the server is busy processing your request.
This can take along time 15 minutes up to 1 hour!
T Judge-Decryptor - 1.0.7695.21577 - O *
File  Help
Usage Start
File: |8y "= =mommts A Hloch oo e judgemebackup@tLﬂanuta.com].judge| Select File Send
- Server processing request [check: 1]
When it was successful you can see “Success” in the lower left corner.
W Judge-Decryptor - 1.0.7695.21577 - a0 *
File  Help
Usage Start
Path |CA'° R ' _zncrypted_files‘encrypted Select Decrypt
_ Success - Select path to decrypt.
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2.5. Select path to decrypt

When previous step was successful you can decrypta specific path, including all subfolders.
Select the path you want to decrypt.

The path you used for the ransom note is selected by default.

T Judge-Decryptor - 1.0.7695.215 — [m] *
File  Help
Usage Start

Path |[C:AL . ,Jdge_encrypted _files'encrypted || Select Decrypt

Browse For Folder X

hd E This PC ~
_J 3D Objects
[ Desktop
@ Documents
3 Downloads
J’! Music
&=/ Pictures
m Videos

v 22 Local Disk ()

Intel
My encrypted files

Perflegs
Program Files

Program Files (x86)

Users

Windows v
Make Mew Folder Cancel
— Succe_s; - Select path to decrypt.
. Press the ‘Decrypt’ button
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After the decryption has finished, it will show “Decryptor succeeded” in the bottom left corner.

W Judge-Decryptor - 1.0.7695.24503 - O k4
File  Help
Usage Start
Path (BENE Select Decrypt
SUCCESS: Decrypted file: C:\Use 1g.judgemebackup@tutancta com] judge -~
SUCCESS: Decrypted file: C:\lse Judgemebackup@tutanota.com]judge
SUCCESS: Decrypted file: C:\Use ov [udgemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use 23 jludgemebackup @tutancta.com] judge
SUCCESS: Decrypted file: C:\Use mpeg.judgemebackup @tutancta com] judge
SUCCESS: Decrypted file: C:\Lse pa.[udgemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use =F [judgemebackup@tutanota com] judge
SUCCESS: Decrypted file: C:\Use 13 png [udgemebackup @tutancta .com] judge
SUCCESS: Decrypted file: C:\Use 14 png [udgemebackup @tutancta .com] judge
SUCCESS: Decrypted file: C:\Lse 16 png judgemebackup @tutanota com] judge
SUCCESS: Decrypted file: C:\Use png.judgemebackup @tutancta com] judge
SUCCESS: Decrypted file: C:\Use _plus_16.png.[udgemebackup @tutancta.com] judge
SUCCESS: Decrypted file: C:\lse _plus_2 png.judgemebackup@tutanata.com]judge
SUCCESS: Decrypted file: C:\Use _plus_3 png.judgemebackup@tutanota.com]judge
SUCCESS: Decrypted file: C:\Use potm. judgemebackup @tutancta.com] judge
SUCCESS: Decrypted file: C:\Use sotx.judgemebackup @tutancta com] judge
SUCCESS: Decrypted file: C:\Lse it judgemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use opsm.Judgemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use »psx.judgemebackup @tutancta.com] judge
SUCCESS: Decrypted file: C:\Use 8. judgemebackup @tutanota .com] judge
SUCCESS: Decrypted file: C:\Lse optm.jludgemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use ptx. judgemebackup@tutanocta.com] judge
SUCCESS: Decrypted file: C:\Use t Judgemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use dgemebackup@tutanota com] judge
SUCCESS: Decrypted file: C:\Use gemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use Igemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use dgemebackup @tutancta.com]judge
SUCCESS: Decrypted file: C:\lse jemebackup@tutanota.com]judge
SUCCESS: Decrypted file: C:\Use udgemebackup@tutanota.com] judge
SUCCESS: Decrypted file: C:\Use wey_file_too_small docx.judgemebackup @tutanota com] judge
SUCCESS: Decrypted file: C:\Use lsb [udgemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Lse dsm_[judgemebackup @tutanota com] judge
SUCCESS: Decrypted file: C:\Use |zx [judgemebackup @tutanota.com] judge
SUCCESS: Decrypted file: C:\Use .[udgemebackup@tutanota.com]judge
SUCCESS: Decrypted file: C:\Use ds.judgemebackup@tutancta com] judge
SUCCESS: Decrypted file: C:\Lse dtm_judgemebackup @tutanota .com] judge
SUCCESS: Decrypted file: C:\Use Itx judgemebackup @tutancta com] judge
SUCCESS: Decrypted file: C:\Use .ludgemebackup @tutancta.com] judge
SUCCESS: Decrypted file: C:\Use 1l judgemebackup @tutancta.com] judge
SUCCESS: Decrypted file: C:\Use 1 [ludgemebackup@tutancta.com] judge
SUCCESS: Decrypted file: C:\Use ludgemebackup @tutancta.com] judge
w
] Decryptor succeeded
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