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How to start

Download the Lorenz Decryptor
Go to http//www.nomoreransom.org and download the executable.

Execute the decryptor
Go to your Downloads folder and double-click on Lorenz-Decryptor.exe

Accept warning
Press the button Run in the warning.
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Accept End-User License Agreement
To accept the End-User License Agreement, click on the button Accept the EULA.

End-User License Agreement X

TESORION

End-User License Agreement (EULA) of the
Tesorion Decryptor

This End-User License Agreement ("EULA") applies to the
use of the Decryptor software (“Software”). The owner
and publisher of the Software is: Tesorion Holding B.V.,
located at Fokkerstraat 4 (3833 LD) Leusden, the
Metherlands (“Tesorion”).

Please read this EULA carefully before using the
Software. You can download and save this document for
your own administration. By using the Software you
signify your acceptance of the terms and conditions set
out herein. If you are entering into this EULA on behalf of

a company or other legal entity, you represent that you
hoirm thm antharitua 3o hind cock nntibe da thoacna farmmac an A v

Accept the EULA
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Using the Lorenz Decryptor
Please read the instructions on the Usage tab, it explains what files you can upload.

This tool can be used to decrypt files that were encrypted by the Lorenz Ransomware.
Please note that not all files can be decrypted and that step 2a and 2b are not always
necessary.

T Lorenz-Decryptor - 1.0.7845.30723 - [} X
File  Help
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Hi, and thank you for using our decryptor!
You will have to go through a few steps to decrypt your files.

1 First please upload the ransom note from your encrypted system using File/Open.
Thisfile is named: "HELP_SECURITY_EVENT.html" and can be found in every folder with encrypted files.

2a. Optional step, depending on the result of step 1.
Please upload a single encrypted file from your system using File/Open.
The file may be in one of the formats below:

a. .docx
b. -pptx
c xlsx
d. zZip
2b. Please wait for the decryption server to finish processing your file.

This may take several minutes or up to half an hour, depending on how busy the decryption serveris.
After this step, this application should be able to decrypt your files.

= Lastly, please select a folder to decrypt (default is the path of the selected file), using 'Select.
After selecting this folder press 'Decrypt’ to start the decryption,
it will try to decrypt all files in that folder, as well asin any folders below it
This may take a {very) long time.

For now;
please select ‘File/Open...’ or 'Start' to start the first step.




Start
In the left corner, go to the tab Start
WLorensze:ryptorf 1.0.7845.30723 - a X
File Help
Usage Start
Note: Select File Send

<
Q
i»)
C
Qi
|
-
@]
-
)
D
N
)
®
O
<
O
—
@]
-
O
<.
Q
()

Upload the ransom note

To be able to properly decrypt your files we need to analyze the ransomnote.

Click on the button Select File. This file is named: HELP_SECURITY_EVENT.html and can
be found in every folder with encrypted files.

Then click the Send button, the ransom note wil now be analyzed on our servers.




Decrypt your files

When previous step was successful you can decrypt a specific path, including al subfolders.
Select the path you want to decrypt, the path you used for the ransom note is selected by
default.

Press the Deerypt button, it will now try to decrypt your files.
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T Lorenz-Decryptor - 1.0.7845.30723 - ] X
File Help

Usage Start
Path |C:\Users I O ownloads'\Lorenz \encrypted_files Select

_ Success - Select path to decrypt.

After the decryption has finished, it will show a summary, here you can also find the

supported file types.

W Lorenz-Decryptor - 1.0.7849.18496
File  Help
Usage Start

path |C\Users [ Downloads'\Lorenz encypted oig

Select Decrypt

INFO: Processing: C:\Users'
ERROR: File type is unsuppf
FAILED: Failed to decrypt fil
INFO: Processing: C:\Users’

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

FAILED: Failed to decrypt fil

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Processing: C:\Users'

SUCCESS: Decrypted file:

INFO: Total of £9files processe

INFO: 53 files decrypted successfully (76.8116%)
INFO: 1€ files failed to decrypt (23.1884%)
INFO: 13 files failed are not supported (18.8406%)
INFO: 3files are supported but failed to decrypt (4.34783%)

|
_ Decryptor succeeded

ed orig'unknown_extension.unknown. Lorenz sz40.

renz\encypted origiunknown_extension unknown Lorenz sz40
ed arig'weny-bigfile png.checksums. Lorenz 5240 ..

renz\encypted onig'wery-bigfile png.checksums.Lorenz.sz40
ed org'wery-bigile zip. Lorenz sz40...
z'encypted orig'wery-bigfile zip.Lorenz.sz40
ed orighVID_20191009_123512.mp4 Lorenz.s240..
iz encypted orighVID_20191009_123512.mp4 Lorenz.sz40
ed org'wont_get_key_file_too_small docx Lorenz sz40...
renz\encypted orig'wont_get_key_file_too_small docx.Lorenz.sz40
ed orig'XLSB_file xsb Lorenz.sz4D...
z\encypted orig \XLSB_fie xlsh Lorenz 240
ed orig'XLSM _file xdsm Lorenz.sz40.
z\encypted orig XL 5M_file dsm Lorenz 5240
ed orig'XLSX_file xsx. Lorenz s240..
2\encypted orig \XLSX_file xlsx Lorenz 5240
ed orig'XL5 _file xds Lorenz.s240..
z\encypted org'XLS_file xls Lorenz 5240
ed orig'XLTM _file xs Lorenz.s240...
z\encypted orig \XLTM_file s, Lorenz s240
ed orig'XLTM _file xdtm.Lorenz sz40...
z\encypted oig \XLTM_file xdtm Lorenz 5240
ed orig'XLTX_file xtx Lorenz.sz40.
z\encypted orig \XLTX_fie xitx_Lorenz 5240
ed orig'XLT_file xt Lorenz sz40.
2\encypted orig XLT_file xt Lorenz 5240
ed orig' XML _file xml.Lorenz s240..
2\encypted org" XML_file sl Lorenz 5240
ed oig'ZIP2_file.zip.Lorenz sz40...
z\encypted ong"ZIP2_file.zip Lorenz sz40
ed orig"ZIP_file zip. Lorenz sz40.
2\encypted orig ZIP _file zip Lorenz 5240

Fie extensions supported by this decryptor: gp, 3mm, 3th, avi, bmp. b, ccs. chk. com, i, doc, doch, docm, docx, dot, dotm, dotx, ef, eps, evtx, exe. fdb, gf. gz. htm, htm,jar. jpeg. jpg. m2s. mdf, mov,
mp3, mpd, mag, mts, md, nef, oc, oct, ole, pef, png, pot, petm, poix, pps, ppsm, ppsx, ppt, pptm, pptx, preroj, ot ser, sys, i, L, wbk, xaml, xhimi, xim, ls, xlsb, xlsm, xlsx, xt, xtm, xlbe, xmi, xad, xsl, zip
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